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1. CADENAS website

CADENAS website — Cookies

B csrf_https-contao_csrf_token
description: preventing CSFR vulnerability; set automatically by the contao system
(https://docs.contao.org/dev/framework/request-tokens/)

domain: www.cadenas.de
type: technical cookie
expires: session

B cns_tracking
description: saving the choice of the consent banner

domain: www.cadenas.de
type: technical cookie
expires: 3 months
B PHPSESSID
description: set by the contao system (https://www.php.net/manual/en/function.session-id.php)
domain:
type: technical cookie
expires: session
B pk_ses

description: shows an active session of the visitor. If the cookie isn’t present, the session has finished over 30
minutes ago and it was counted in a pk_id cookie; automatically set by matomo
(https://matomo.org/fag/general/faq_146/)

domain: www.cadenas.de
type: marketing & tracking cookie
expires: 30 minutes

®  pk_ref

description: storing the attribution information, the referrer that was originally used to visit the website
(https://matomo.org/faa/general/faq 146/)

domain: www.cadenas.de
type: marketing & tracking cookie
expires: 6 months

B pk_ id

description: recognition of visitors and holding their various properties automatically; set by matomo
(https://matomo.org/fag/general/faq 146/)

domain: www.cadenas.de
type: marketing & tracking cookie
expires: 12 months

B pk_uid —currently not in use
description: cross site tracking; automatically set by matomo (https://matomo.org/faqg/general/faq_146/)

domain: * partcommunity.com
type: marketing & tracking cookie
expires: 13 months
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CADENAS Cookies, Session and Local Storage - Summary

CADENAS PARTsolutions LLC website

CADENAS website — Local Storage

Local Storage entries do not expire due to technical reasons.

B cache-sprite-plyr
description: Ensuring the cache function
type: technical

2. CADENAS PARTsolutions LLC website

This website addresses exclusively the American customer base. The domain owner is CADENAS PARTsolutions
LLC (https://partsolutions.com/).

CADENAS PARTsolutions LLC website — Cookies

B Nitropack
description: Additional caching layer to meet Google page speed requirements
domain: nitropack.io
type: technical cookie
expires: 2 years
B Hubspot
description: Lets us serve forms, calls to action, chat, and tells us who visits our site for ads etc
domain: hubspot.com
type: marketing & tracking cookie
expires: 7 days

B Google Tag Manager
description: Analytics

domain: https://tagmanager.google.com/
type: marketing & tracking cookie
expires: 2 years

B Facebook (via Google tag manager)
description: analytics / ads

domain: facebook.com
type: marketing & tracking cookie
expires: 6 months

B Zoominfo
description: tells us what domains visit our site

domain: https://www.zoominfo.com/
type: marketing & tracking cookie
expires: session
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CADENAS Cookies, Session and Local Storage - Summary

CADENAS-standard-PARTcommunity-Portals

3. CADENAS-standard-PARTcommunity-Portals

CADENAS-standard-PARTcommunity-Portals — Cookies

B JSESSIONID
description: identification of the session at PARTcommunity
domain: SportalnameS.partcommunity.com
type: technical cookie
expires: session

B third-party-cookies-enabled
description: verification of the browser's cookie support

domain: SportalnameS.partcommunity.com
type: technical cookie
expires: expires immediately

= PWEBSESSIONID
description: session identification for the app server

domain:  $portalname$.partcommunity.com
type: technical cookie
expires: session

B PCOM_EXTERNAL_SSO
description: name of the last external SSO provider, that was used to log-in
domain: Sportalname$.partcommunity.com
type: technical cookie
expires: 30 days

= OAID
description: technical reasons; every visitor gets the same value
(details: https://www.revive-adserver.com/how-to/change-the-name-of-the-oaid-cookie/)

domain: adserver.partcommunity.com
type: technical cookie
expires: 12 months

B OAGEO

description: geolocation of the user to reduce server load — ip anonymized
(https://www.revive-adserver.com/privacy/personal-data/)

domain: adserver.partcommunity.com
type: technical cookie
expires: session

B PSRCSESSIONID — depending on portal content
description: identification of the session for the search server

domain: SportalnameS.partcommunity.com
type: technical cookie
expires: session
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B PCOMREMEMBERME — depending on portal settings
description: storage of login information (hash of password); thereby the user is automatically logged in at
the next PARTcommunity session.
domain: Sportalname$.partcommunity.com
type: technical cookie
expires: 28 days

B PCOM_SMART_SALES_SETTINGS
description: storage of last SmartEngineering settings

domain: SportalnameS.partcommunity.com
type: technical cookie
expires: 12 months

B PCOM_STATISTIC_INCLUDE_PREVIEW
description: storage of last statistic dashboard settings

domain: cadenas-admin.partcommunity.com
type: preference cookie
expires: 12 months

B TRACKING_UUID
description: tracking

domain: Sportalname$.partcommunity.com
type: marketing & tracking cookie
expires: 12 months

B pk_uid —currently not in use
description: cross site tracking; automatically set by matomo (https://matomo.org/fag/general/faq_146/)

domain: * partcommunity.com
type: marketing & tracking cookie
expires: 13 months

CADENAS-standard-PARTcommunity-Portals — Session Storage

Session Storage entries expire at the end of the session.

B assistant-state-path — depending on portal content
description: saving the path of the last called assistant project
type: technical

B assistant-state-varsettransfer — depending on portal content
description: saving the last input
type: technical cookie

CADENAS-standard-PARTcommunity-Portals — Local Storage

Local Storage entries do not expire due to technical reasons.

B cometTransferlds
description: Comet is used for server pushes. This data contains the transfer ID of the last received server
push notification.
type: technical
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3Dfindit

cookieinfo_seen_<portalname>
description: stores if the user has seen the cookie banner
type: technical

rss_news_readstatus_<portalname>: RSS Portlet — depending on portal setting
description: bookmarks the news as read
type: technical

rfq_embedded_useraddr: rfg.partcommunity.com
description: stores last user address data
type: technical

rfq_embedded_dispatchaddr: rfg.partcommunity.com
description: stores last dispatch address data
type: technical

recommendation-email-sent — depending on portal setting
description: saves how many times a PARTcommunity recommendation email was sent
type: preference

3Dfindit

3Dfindit public

3Dfindit public — Cookies

JSESSIONID

description: identification of the session
domain: 3dfindit.com

type: technical cookie

expires: session

PWEBSESSIONID
description: identification of the session for the app server

domain: webapi.partcommunity.com
type: technical cookie
expires: session

PSRCSESSIONID
description: identification of the session for the search server

domain: 3dfindit.com
type: technical cookie
expires: session
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B PCOMREMEMBERME

description:

domain:

type:
expires:

storage of login information (hash of password); thereby the user is automatically logged in at
the next 3Dfindit session.

3dfindit.com

technical cookie

28 days

E PCOM_EXTERNAL_SSO

description:
domain:
type:
expires:

name of the last external SSO provider, that was used to log-in
3dfindit.com

technical cookie

30 days

B DIRECTUS_CLUSTERNODE

description:
domain:
type:
expires:

B language
description:
domain:
type:
expires:

load balancing for Directus (Content Management System)
3dfindit.com

technical cookie

session

saves selected language
3dfindit.com

technical cookie

30 days

B matomoAccepted

description:

domain:
type:
expires:

m QOAID
description:

domain:
type:
expires:

B QOAGEO
description:

domain:

type:
expires:

E OXLIA
description:
domain:

type:
expires:

Matomo tracking concent. If only the required cookies are accepted in the consent banner, the
matomoAccepted cookie is created, but only the fact that tracking is not consented to is stored.
3dfindit.com

marketing & tracking cookie

12 months

technical reasons; every visitor gets the same value

(details: https://www.revive-adserver.com/how-to/change-the-name-of-the-oaid-cookie/)
adserver.partcommunity.com

technical cookie

12 months

geolocation of the user to reduce server load — ip anonymized
(https://www.revive-adserver.com/privacy/personal-data/)
adserver.partcommunity.com

technical cookie

session

used to store the timestamp of the last view of a banner; used for conversion tracking
adserver.partcommunity.com

technical cookie

12 months
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_OXLIA[<Id>]

description: used to store the timestamp of the last view of a banner including the campaign-id; used for
conversion tracking

domain: adserver.partcommunity.com
type: technical cookie
expires: 12 months

_pk_id.1201.bdf9
description: Matomo tracking cookie

domain: 3dfindit.com
type: marketing & tracking cookie
expires: 13 months

_pk_ses.1201.bdf9
description: Matomo tracking cookie

domain: 3dfindit.com
type: marketing & tracking cookie
expires: 30 minutes

3Dfindit public — Local Storage

Local Storage entries do not expire due to technical reasons.

preSelectedFromats
description: saves selected CAD formats for download
type: technical

searchResults.linesResultType
description: saves selected view for search results (lines or part families)
type: technical

ignoreReduceResultsHint
description: remember "ignore reduce results hint" clicked (yellow banner at the top of search results)
type: technical

idlelogin
description: distinguish between automatic login renewal and active login by the user
type: technical

searchDirltems
description: list of recent paths that where used for searches in a directory
type: technical

comparisonltemList
description: saves list of parts that were added for comparison
type: technical

cataloglanguage
description: saves selected catalog language
type: technical
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B digitalTwin.tableExpanded
description: saves last used table format (expanded/collapsed)
type: technical

B CompareHideSameAttr
description: hide/show same attributes in the comparison table
type: technical

B CompareCollapsedNodes
description: collapsed state of tree nodes in the comparison table
type: technical

m preferredSearch
description: ad conversion information (whether a click on an ad led to a download)
type: technical

B catalogAmount
description: amount of available catalogs
type: technical

B cadFormats
description: list of available cad formats
type: technical

B oidc.<hash>
description: Openld information for Pcom login
type: technical

B oidc.user:/3d-cad-models:3dfindit
description: Openld user information
type: technical

Enterprise 3Dfindit

Enterprise 3Dfindit — Cookies

B PWEBSESSIONID
description: session identification for the app server

domain: domain of customer appserver
type: technical cookie
expires: session

B |anguage
description: saves selected language
domain: domain of customer appserver
type: technical cookie

expires: 30 days

www.cadenas.de
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B PHPSESSID
description: user session cookie, required to keep user logged in and store session state
domain: partupdate.cadenas.de
type: technical cookie
expires: session

Enterprise 3Dfindit — Local Storage
Local Storage entries do not expire due to technical reasons.

B readyCADProps
description: properties that where set through 3DfinditAPI
type: technical

B preSelectedFromats
description: saves selected CAD formats for download
type: technical

B searchResults.linesResultType
description: saves selected view for search results (lines or part families)
type: technical

B ignoreReduceResultsHint
description: remember "ignore reduce results hint" clicked (yellow banner at the top of search results)
type: technical

B searchDirltems
description: list of recent paths that where used for searches in a directory
type: technical

B comparisonltemList
description: saves list of parts that were added for comparison
type: technical

B topoSearch-SelectedQuantities
description: saves selected base unit for the topology search
type: technical

B cataloglanguage
description: saves selected catalog language
type: technical

B digitalTwin.tableExpanded
description: last used table format (expanded/collapsed)
type: technical

B CompareHideSameAttr
description: hide/show same attributes in the comparison table
type: technical

B CompareCollapsedNodes
description: collapsed state of tree nodes in the comparison table
type: technical

www.cadenas.de Page 11-16



Cookie Policy

CADE NAS Cookies, Session and Local Storage - Summary

PARTsolutions

B catalogAmount
description: amount of available catalogs
type: technical

5. PARTsolutions

PARTsolutions — Cookies

Within PARTsolutions PARTcommunity functionalities can be integrated, such as the RFQ feature. In this case the
corresponding cookies from the PARTcommunity chapter are also set in the PARTsolutions environment.

® PHPSESSID
description: user session cookie, required to keep user logged in and store session state
domain: partupdate.cadenas.de
type: technical cookie
expires: session

B PWEBSESSIONID
description: session identification for the app server
domain: webapi.partcommunity.com (in case of access to the CADENAS live server)
domain of customer appserver (in case of access to the customer's own appserver)
type: technical cookie
expires: session

B PSRCSESSIONID - in case of access to the CADENAS live server
description: identification of the session for the search server

domain: webapi.partcommunity.com
type: technical cookie
expires: session

6. PARTupdate

PARTupdate — Cookies

u key
description: required for browsing the catalog list
domain: partupdate.cadenas.de
type: technical cookie
expires: session
B PHPSESSID
description: user session cookie, required to keep user logged in and store session state
domain: partupdate.cadenas.de
type: technical cookie
expires: session
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PARTconcept

® AUTH_SESSION_ID
description: session ID, used to identify the active session of a user

domain: account.partcommunity.com
type: technical cookie
expires: session

B AUTH_SESSION_ID_LEGACY
description: session ID, used to identify the active session of a user

domain: account.partcommunity.com
type: technical cookie
expires: session

B KEYCLOAK_IDENTITY
description: current session token, required for logins to work

domain: account.partcommunity.com
type: technical cookie
expires: session

B KEYCLOAK_IDENTITY_LEGACY
description: current session token, required for logins to work

domain: account.partcommunity.com
type: technical cookie
expires: session

B KEYCLOAK_SESSION
description: identify domain of the session (in case user is logged in from multiple applications)
domain: account.partcommunity.com
type: technical cookie
expires: 14 days

PARTupdate — Local Storage

Local Storage entries do not expire due to technical reasons.

B kc-callback-{random}
description: used to track which application wants to login via keycloak and where to return the user after
type: technical

7. PARTconcept

PARTconcept — Cookies

B PARTconcept_login
description: user identification

domain: partconcept.cadenas.de
type: technical cookie
expires: 12 months
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B PARTconcept_session —currently not in use
description: session identification

domain: partconcept.cadenas.de
type: technical cookie
expires: session

B PARTconcept_settings
description: storing the configured views

domain: partconcept.cadenas.de
type: technical cookie
expires: 1 month (after last configuration change)

PARTconcept — Local Storage

Local Storage entries do not expire due to technical reasons.

B DataTables:[NAME]d
description: Current active user settings for all the tables (displaying search results and other tabular data).
“INAME]” is the name of the table this setting applies to, currently there are 10 different
tables/names. Synchronized with the server at certain time intervals or user actions.
type: technical

B O:DataTables:[NAME]
description: current server-side stored value for the same key without the prefix “O:”

type: technical

m list
description: all issue numbers of the last search result; never sent to the server.
type: technical

B Qsearch

description: last entered text in the quick search input at the top of the page; never sent to the server.
type: technical
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CADENAS b2b.PARTcommunity-Portal

8. CADENAS b2b.PARTcommunity-Portal

Portal discontinued and replaced by 3Dfindit

CADENAS b2b.PARTcommunity-Portal — Cookies

B PHPSESSID
description: PHP Session ID
domain: b2b.partcommunity.com
type: technical cookie
expires: session

B B2B_BACKEND_NODE
description: load balancing for b2b

domain: b2b.partcommunity.com
type: technical cookie
expires: session

B end_langugage
description: saves last language setting

domain: b2b.partcommunity.com
type: technical cookie
expires: 12 months

B end_locale
description: saves the current region

domain: b2b.partcommunity.com
type: technical cookie
expires: 12 months

B PCL_CLUSTERNODE
description: load balancing for PARTcloud

domain: b2b.partcommunity.com
type: technical cookie
expires: session

® QOAID

description: technical reasons; every visitor gets the same value
(details: https://www.revive-adserver.com/how-to/change-the-name-of-the-oaid-cookie/)
domain: adserver.partcommunity.com

type: technical cookie
expires: 365 days

B QOAGEO
description: geolocation of the user to reduce server load —ip anonymized
(https://www.revive-adserver.com/privacy/personal-data/)

domain: adserver.partcommunity.com
type: technical cookie
expires: session
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CADENAS b2b.PARTcommunity-Portal

B _pk_id.578.d4cb
description: Matomo tracking cookie

domain:

type:
expires:

b2b.partcommunity.com
marketing & tracking cookie
13 months

B pk_ses.578.d4cb
description: Matomo tracking cookie

domain:

type:
expires:

b2b.partcommunity.com
marketing & tracking cookie
30 minutes

B pk_uid —currently not in use
description: cross site tracking; automatically set by matomo (https://matomo.org/fag/general/faq_146/)

domain:

type:
expires:

* partcommunity.com
marketing & tracking cookie
13 months
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